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ARE YOU CYBER SECURE?

In today’s dynamic competitive business The SparkC team understands the importance of
environment, protecting proprietary and sensitive protecting the online platforms used to transmit,

data from cyber threats is a constant challenge. An process and store regulated sensitive information.
organization’s reputation depends on its ability to The emergence of social media applications has only
stay ahead of emerging cyber threats and mitigate broadened the threat landscape utilized to attack
risk. Over the past decade, the demand for faster, systems and data. Our team of experts will identify
secure, and integrated online systems and vulnerabilities, mitigate risk, and monitor for emerging
technologies has grown exponentially. threats, while your internal resources focus on your
Organizations across a myriad of industries in today’s organization’s mission.

modern market, depend heavily on their online
presence to conduct business.

A Trusted Partner of Qualified Professionals
Qualified information security staff are hard to find and difficult to keep. And operating your own 24/7 security
operations center (SOC) can be expensive. On its own, your IT team can be overwhelmed with the constant
stream of alerts they face when working with network security, threat detection, and breach prevention. SparkC
and our Managed Security Service Provider (MSSP) partners help you stay on top of security alerts.

Our cyber-security management services include: A Trusted Team of Certified Professionals
« Virtual Security Operations Center (SOC) support « Certified Information Systems Security Professional
« Penetration Testing (CISSP)
+ Vulnerability Assessments « EC-Council Certified Security Analyst (ECSA)
« Risk Management Support « Certificate of Cloud Security Knowledge (CCSK)
« Cyber-Hygiene Training Support « CompTIA A+
(CMMI/NIST/FISMA focused) « GIAC Certified Enterprise Defender (GCED)

PAST PERFORMANCE

ALF Module Development, Hosting & Application Development

Contract#: 36C10X21P0119 08/21- 3/23

SparkC provided Risk Assessment & Management support to the Office of
Acquisition and Logistics (OAL). The scope consisted of conducing a Risk
Assessment on various software applications that were set to be deployed across
all web applications within the VA internal environment.

U.S. Department
of Veterans Affairs

Quarterly Vulnerability Scanning & Assessments
" Contract Timeframe: 01/22 - 12/22
a n ku ra ‘) Ankura, Inc requested SparkC to deliver vulnerability assessment and scanning
services for the year 2022. Service components included automated quarterly
scanning, vulnerability reporting, ASV reports for PClI compliance, prioritization of

vulnerability threats, online remediation recommendations, and false positive
submissions.



MANAGED SECURITY OPERATIONS CENTER (SOC) SUPPORT

AS A SERVICE

SparkC Managed Detection and Response (MDR)
services, provide a cost-effective alternative to
in-house threat prevention. Outsourcing the
expertise required to run a security operations center
utilizes the framework and methodologies for
centralized threat hunting, investigation, mitigation
and containment, resulting in reduced time between
detection and mitigation.

The SparkC team of cyber-security experts perform
event triaging to identify threat priority, and determine
appropriate mitigation strategies. We provide our
MDR clients with real-time access to information on
risk, vulnerabilities, remediation activities,
configuration exposures, and compliance status. Our
centralized reporting services provide executive
leadership with an accurate visualization of their
organization’s risk and overall security posture.

MANAGED SECURITY OPERATIONS CENTER

(SOC) SUPPORT SERVICE COMPONENTS

« 24/7 Platform Support

- Vulnerability Insight Support

- Quality Alert & 15-Minute Escalation SLA

« Full Network Visibility

- Emerging Threat Response

- Expert Log Review

« Continuous Threat Hunting

« Hybrid Asset Discovery

- Internal & External Vulnerability
Scanning

TEAM CERTIFICATIONS

- Endpoint Detection

« File Integrity Monitoring

« Network Monitoring

- Cloud Service Integration

- Web Log Analytics

- Log Collection & Search W/ 12-Month

Retention

- Certified Information Systems Security
Professional (CISSP)

« EC-Council Certified Security Analyst (ECSA)

« Certificate of Cloud Security Knowledge (CCSK)

« Microsoft Certified Systems Engineer (MCSE)
« CompTIA At
« GIAC Certified Enterprise Defender (GCED)



PENETRATION TESTING

Penetration testing services deliver simulated cyber-attacks against an organization’s computer systems to
identify exploitable vulnerabilities. The SparkC team of qualified pen testers will measure the overall
cybersecurity strength of your organization by employing offensive tactics, and providing findings with
recommendations for prioritization of remediation efforts.

Services Features:

« Asset Discovery

« Automated and Manual Target Enumeration
« Manual Exploit Validation

« Comprehensive Reporting

+ Remediation Recommendations

VULNERABILITY ASSESSMENTS &
RISK MANAGEMENT SUPPORT

Vulnerability Assessment and Risk Management play a crucial role in preventing data breaches and
unauthorized access to computer systems. The SparkC Vulnerability Scanning team offers On-Premises and

Cloud compliance services that identify the top risks facing our clients’ systems, including patch management
gaps, poor configuration management, and remote access vulnerabilities.

Services Features:

« Automated Quarterly Scanning
+ Unlimited Re-Scans

» Vulnerability Reports

« ASV Reports for PCI compliance
« Vulnerability Prioritization

+ Remediation Recommendations
« False Positive Submission
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CYBER-HYGIENE WORKFORCE TRAINING

Protecting your organization's assets starts with training the personnel who act as your first line of
defense. Tailored, client-specific Security Awareness training modules provide a cost-effective tool
for educating staff about the strategies used by cyber attackers, and prepare employees to guard
against a potential intrusion. Our experienced cyber team works strategically with our clients to
identify risk areas and vulnerabilities, and provide custom training modules tailored to your current
threat landscape. SparkC provides secure portal access for clients via our virtual training
environment.

Cyber-Hygiene Training Offerings

« Customized Policy-to-Practices Training Module
« Active Threat Debrief Training

+ Security Awareness Training

« Corporate Training Program Implementation

PAST PERFORMANCE CONTACTS

Department of Veterans Affairs

Office of Acquisition and Logistics (OAL)
Christina Hill - Contracting Officer
Email: christina.hilll@va.gov

Ankura Corp, LLC.

Office of Information Technology (OIT)

Adriane Lanier - Director of Information Technology
Email: adriane.lanier@ankura.com

Contact Justin Drummond to inquire about our services, jdrummond@sparkclic.com.
We look forward to hearing from you!





